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Provoca+ve  statements

q Are	
  we	
  trying	
  to	
  do	
  beEer	
  than	
  today?	
  
q Are	
  we	
  aiming	
  for	
  perfec9on	
  (zero	
  failures)	
  
q Are	
  we	
  aiming	
  for	
  “good	
  enough”	
  
q Do	
  we	
  limit	
  ourselves	
  to	
  what	
  we	
  “know”	
  

The	
  choices	
  lead	
  to	
  very	
  different	
  outcomes/decisions	
  



machines  vs  testers

AUTOMATED  TESTING  GETS  STRONGER 




4	
  Heuris+cs  Test  Oracles
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Similar	
  apps	
  

•  Visual	
  changes	
  
•  Timings	
  

•  Comparisons	
  

For	
  example:	
  hEps://www.appdiff.com/	
  



Automa+cally  reproducing  crashes


CRASH	
   LOG	
  

Log	
  =>	
  Usage	
  

DECIDE	
  

Inter-­‐
ac9on	
  
data	
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CRASH	
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Generate	
  
automated	
  tests	
  



monkey  tes+ng

HOW  DOES  MONKEY  TESTING  COMPARE? 




Google  Play:  Pre-­‐launch  reports




Pre-­‐launch  reports  
 Fail
Pass




Pre-­‐launch  reports:  are  there  common  factors?




data  mining

MICROSOFT  RESEARCH  IN  THE  APP  STORE 




hEps://www.microsod.com/en-­‐us/research/wp-­‐content/uploads/2016/02/getmobile15.pdf	
  	
  

How  to  smash  the  next  billion  mobile  app  bugs




•  Mined	
  25,000,000+	
  crash	
  reports:	
  found	
  
small	
  number	
  of	
  causes	
  e.g.	
  	
  
•  impa9ent	
  user,	
  	
  
•  unexpected	
  network	
  response	
  code.	
  

•  Uncovered	
  2,969	
  dis9nct	
  faults;	
  	
  
•  1,227	
  were	
  previously	
  unreported	
  

•  Fully	
  automated	
  tes1ng	
  

hEps://www.microsod.com/en-­‐us/research/wp-­‐content/uploads/2016/02/getmobile15.pdf	
  	
  

How  to  smash  the  next  billion  mobile  app  bugs


hEps://www.microsod.com/en-­‐us/research/wp-­‐content/uploads/2016/02/vanarsena.pdf	
  	
  

Fault	
  Inducing	
  Modules	
  
1. Web	
  errors	
  
2. Poor	
  network	
  condi9ons	
  
3. Sensor	
  errors	
  
4. Invalid	
  text	
  entry	
  
5. Impa9ent	
  users	
  90%	
  of	
  bugs	
  caused	
  by	
  

top	
  10	
  coding	
  errors	
  



Is  Carmen  beWer  than  George?

TESTING  THE  EXPLORATORY  TESTER  USING  HCI  TECHNIQUES 




Assessing  exploratory  tes+ng  using  HCI  techniques




before  &  a&er

MEASURING  PROGRESS  FOR  A  TDD  DESIGN  COURSE 




exercises
 Post
Pre




Example  Report


1.  Has	
  wriEen	
  one	
  test	
  using	
  mock	
  objects,	
  
but	
  only	
  par9ally	
  tests	
  the	
  core	
  logic.	
  

2.  Test	
  has	
  a	
  huge	
  setup	
  highligh9ng	
  
problem	
  with	
  the	
  design	
  (9ght	
  coupling).	
  

3.  Since	
  we	
  are	
  tes9ng	
  from	
  a	
  higher	
  point,	
  
the	
  test	
  does	
  not	
  communicate	
  the	
  intent	
  
very	
  well.	
  

1.  Magic	
  Number	
  
2.  Dead	
  Code	
  	
  
3.  Duplicated	
  code	
  
4.  Long	
  Method	
  
5.  Specula9ve	
  Generality	
  
6.  Feature	
  Envy…	
  

“Good	
  improvement	
  compared	
  to	
  the	
  pre-­‐assessment.	
  
Looks	
  like	
  you've	
  at	
  least	
  applied	
  some	
  TDD	
  principles,	
  but	
  there	
  
is	
  a	
  large	
  scope	
  for	
  improvement.”	
  

Pre	
  
47%	
  

Post	
  
54%	
  

“Code	
  Smells”	
   Human	
  insights	
  &	
  interpreta7on	
  



Test	
  Coverage	
  improvements	
  by	
  par9cipants	
  



guidance

THE  PROMISE  OF  GUIDES  FOR  BETTER  TESTING




Absent,	
  Access,	
  Batch,	
  Sequence,	
  Clone,	
  Concurrence,	
  
Configura9on,	
  Confluence,	
  Constraint,	
  Con9nuity,	
  Corrupt,	
  
Customize,	
  Data,	
  Delay,	
  Dependency,	
  Feedback,	
  Func9on,	
  
Hierarchy,	
  History,	
  Integrity,	
  Interac9on,	
  Invoke,	
  Lock,	
  Loop,	
  
Opera9ons,	
  Parameter,	
  Plaqorm,	
  Prerequisite,	
  Priority,	
  Refresh,	
  
Repe99on,	
  Resource,	
  Restore,	
  Roll	
  back,	
  Rule,	
  Saturate,	
  Scale,	
  
Share,	
  Sort,	
  State,	
  Structure,	
  Synchroniza9on,	
  Temporary,	
  Time,	
  
Timing,	
  Trace,	
  Void…	
  	
  
SFDPOT	
  
List	
  reordered	
  from:	
  hEp://www.tes9ngreferences.com/func9onal_tes9ng_heuris9cs.php	
  and	
  combined	
  
with	
  SFDPOT	
  (devised	
  by	
  James	
  Bach)	
  	
  

hEp://www.sa9sfice.com/tools/htsm.pdf	
  
hEp://curioustester.blogspot.hu/2009/10/power-­‐of-­‐heuris9cs-­‐and-­‐mneumonics.html	
  

Heuris9cs	
  can	
  help	
  you	
  focus	
  your	
  tes9ng	
  



Example	
  of	
  an	
  online	
  tool	
  to	
  help	
  you	
  focus	
  your	
  tes9ng	
  



Decide  what  to  
test  and  where

Sesng	
  the	
  scope	
  and	
  
focus	
  of	
  the	
  tes9ng	
  



Pick  tes+ng  
models  
(heuris+cs)

Heuris9cs	
  can	
  guide	
  our	
  
tes9ng	
  



Combining  what  with  how  to  test

Help	
  focus	
  our	
  tes9ng	
  and	
  save	
  9me	
  

SPIES	
  

Focus	
  on	
  	
  
Special	
  Characters	
  &	
  

Content	
  



Clear  progress  repor+ng

Also	
  helps	
  tester(s)	
  keep	
  track	
  



Track  progress,  risks  and  +me  taken




No	
  longer	
  limited	
  to	
  what	
  “we”	
  think	
  “they”	
  need/do/etc.	
  
Discover	
  how	
  the	
  app	
  behaves	
  across	
  virtually	
  all	
  the	
  
popula9on	
  

Lower	
  cost	
  of	
  opera9ons	
  

Real	
  usage	
  can	
  help	
  drive	
  our	
  tes9ng	
  and	
  analysis;	
  brings	
  
realism	
  to	
  our	
  tes9ng	
  

Some  benefits  of  analy+cs  data




Guiding  tes+ng  using  data  &  analy+cs

	
   Examples	
  of	
  what	
  would	
  be	
  helpful	
  

§ 	
  Create	
  new	
  models	
  based	
  on	
  what	
  seems	
  to	
  suit/work	
  for	
  the	
  tester.	
  

§ 	
  Data	
  on	
  which	
  guides	
  have	
  been	
  effec9ve	
  for	
  similar	
  apps.	
  	
  

§ 	
  Guidance	
  to	
  test	
  around	
  a	
  bug	
  to	
  detect	
  the	
  extent	
  of	
  the	
  bug	
  e.g.	
  OS	
  release,	
  
previous	
  release	
  of	
  the	
  app,	
  device	
  type,	
  screen	
  size,	
  etc.	
  

§ 	
  Tes9ng	
  guides	
  for	
  each	
  heuris9c/cons9tuent.	
  



Analy9cs	
  for	
  Sodware	
  Development	
  

Engineering	
  Ac9vity,	
  
Benchmarking,	
  Tes9ng	
  

Trends,	
  
Defect	
  Reports	
  	
   Extrapola9on	
  

Sodware	
  quality	
  models,	
  	
  
boEleneck	
  analysis	
  

Specifica9on	
  refinement,	
  
asset	
  realloca9on	
  

Failure	
  predic9on	
  models	
  

What’s	
  happened?	
  
(Reporting)	
  

What’s	
  happening	
  now?	
  
(Alerts)	
  

What	
  will	
  happen?	
  
(Forecas9ng)	
  

How	
  and	
  why	
  did	
  it	
  happen?	
  	
  
(Factor	
  analysis)	
  

What	
  is	
  the	
  next	
  best	
  ac9on?	
  
(Recommenda9on)	
  

What’s	
  the	
  best/worst	
  that	
  can	
  
happen?	
  

(Modeling	
  /	
  Simulation)	
  

Informa7on	
  

Insight	
  

Past	
   Present	
   Future	
  

hEp://research.microsod.com/pubs/136974/foser-­‐2010-­‐buse.pdf	
  



Tes+ng  based  on  analy+cs  data

TESTING	
  BASED	
  ON	
  INFORMATION	
  

	
   Popularity	
  &	
  volumes	
  

	
   Locales	
  
	
   User-­‐flows,	
  ac9vi9es,	
  etc.	
  
	
   Crashes	
  
Aims	
  include	
  

	
   Fast	
  reproduc9on	
  
	
   1st-­‐hand	
  learning	
  in	
  controlled	
  
env.	
  

TESTING	
  BASED	
  ON	
  INSIGHTS	
  

	
   Delta’s	
  (rate	
  of	
  change)	
  
	
   Crossing	
  thresholds	
  
	
   Anomalies	
  

Aims	
  include:	
  

	
   Maximising	
  insights,	
  agility,	
  and	
  ability	
  
to	
  adapt	
  &	
  respond	
  



My	
  Ph.D	
  Test	
  Recommenda9on	
  Engine	
  



And  yet…

	
   Tension	
  between:	
  
	
   Automa1on	
  Complacency	
  &	
  Automa1on	
  Bias	
  
	
   Ask	
  
	
   What	
  are	
  the	
  key	
  skills	
  we	
  want	
  people	
  who	
  use	
  the	
  
systems	
  to	
  have	
  and	
  to	
  hone	
  

	
   How	
  can	
  we	
  devise	
  the	
  system	
  to	
  help	
  them	
  do	
  so?	
  
	
   The	
  character	
  and	
  the	
  goals	
  of	
  the	
  work,	
  as	
  well	
  as	
  
the	
  standards	
  by	
  which	
  it	
  is	
  judged,	
  are	
  shaped	
  by	
  
the	
  machine’s	
  capabili9es	
  



people  can  add  discernment

ROLES  FOR  HUMANS 




From:	
  User	
  Interac9on-­‐based	
  Profiling	
  System	
  for	
  Android	
  Applica9on	
  Tuning	
  

Figure	
  ©	
  ACM	
  	
  

Correla+on?  Causa+on?  Appropriate?




Smart  Objects


hEp://august.com/	
  

Hard  problems?


hEps://dirtycow.ninja/	
  



Smart  Objects
 How  can  we  help  
users  be  smart  too


hEps://www.theguardian.com/technology/2016/oct/22/cyber-­‐aEack-­‐
hackers-­‐weaponised-­‐everyday-­‐devices-­‐with-­‐malware-­‐to-­‐mount-­‐assault	
  

hEps://ipvm.com/reports/ip-­‐cameras-­‐default-­‐passwords-­‐directory	
  

ACTi:	
  admin/123456	
  or	
  Admin/123456	
  
American	
  Dynamics:	
  admin/admin	
  or	
  admin/9999	
  
Arecont	
  Vision:	
  none	
  
Avigilon:	
  Previously	
  admin/admin,	
  changed	
  to	
  Administrator/<blank>	
  in	
  
later	
  firmware	
  versions	
  
Bosch:	
  None	
  required,	
  but	
  new	
  firmwares	
  (6.0+)	
  prompt	
  users	
  to	
  create	
  
passwords	
  on	
  first	
  login	
  
…	
  
Samsung	
  Electronics:	
  root/root	
  or	
  admin/4321	
  
Samsung	
  Techwin	
  (old):	
  admin/1111111	
  
Samsung	
  (new):	
  Previously	
  admin/4321,	
  but	
  new	
  firmwares	
  require	
  
unique	
  password	
  crea9on	
  
	
  



learning  from  medicine

HIGH  VALUE  CARE 




Quotes	
  from	
  medical	
  ar7cles	
   Possible	
  applica7ons	
  to	
  tes7ng	
  so?ware	
  

[1]  Perhaps  can  we  learn  from  medicine…


BeEer	
  tes9ng	
  improves	
  the	
  health	
  
of	
  the	
  sodware	
  and	
  the	
  team,	
  
avoids	
  harm	
  and	
  eliminates	
  
wasteful	
  prac9ces.	
  

“High	
  Value	
  Care	
  improves	
  health,	
  
avoids	
  harms,	
  and	
  eliminates	
  
wasteful	
  prac9ces.”	
  

hEps://www.acponline.org/clinical-­‐informa9on/high-­‐value-­‐care	
  



[2]  Perhaps  can  we  learn  from  medicine…


“1-­‐Minute	
  Consults,	
  called	
  Smart	
  Tes9ng”	
  

Lightweight,	
  fast	
  assessments	
  can	
  help	
  improve	
  our	
  prac9ces.	
  

Quotes	
  from	
  medical	
  ar7cles	
   Possible	
  applica7ons	
  to	
  tes7ng	
  so?ware	
  

hEp://www.ccjm.org/?id=105745&tx_Enews[E_news]=369817&cHash=25e67e4e823dd22a9e41a94a7cd30202	
  



Quotes	
  from	
  medical	
  ar7cles	
   Possible	
  applica7on	
  to	
  tes7ng	
  so?ware	
  

[3]  Perhaps  can  we  learn  from  medicine…


“The	
  Smart	
  Tes9ng	
  series	
  examines	
  
scenarios	
  in	
  which	
  diagnos9c	
  tests	
  
are	
  commonly	
  ordered	
  in	
  the	
  
absence	
  of	
  suppor9ng	
  data.	
  	
  
	
  

The	
  ar9cles	
  use	
  evidence-­‐based	
  
recommenda9ons	
  to	
  clarify	
  when	
  
tes9ng	
  is	
  appropriate.	
  	
  
	
  

Authors	
  are	
  encouraged	
  to	
  include	
  	
  
specific	
  examples	
  of	
  tes9ng	
  that	
  
may	
  be	
  excessive	
  or	
  harmful.”	
  

Evidence	
  of	
  the	
  results	
  of	
  our	
  
tes9ng,	
  including	
  assessments	
  and	
  
retrospec9ves	
  can	
  help	
  improve	
  
our	
  tes9ng.	
  	
  
	
  

Focus,	
  also,	
  on	
  discouraging	
  tes9ng	
  
that	
  may	
  be	
  excessive	
  or	
  harmful.	
  

hEp://www.ccjm.org/corporate-­‐links/journal-­‐info/instruc9ons/smart-­‐tes9ng-­‐instruc9ons.html	
  



[3]  Perhaps  can  we  learn  from  medicine…


“ACP	
  defines	
  High	
  Value	
  Care	
  as	
  
the	
  delivery	
  of	
  services	
  providing	
  
benefits	
  that	
  make	
  their	
  harms	
  
and	
  costs	
  worthwhile.	
  	
  
Value	
  is	
  not	
  merely	
  cost.”	
  
	
  
"The	
  Ins9tute	
  of	
  Medicine	
  has	
  
es9mated	
  that	
  $765	
  billion	
  is	
  
wasted	
  annually	
  in	
  the	
  United	
  
States	
  on	
  care	
  that	
  provides	
  no	
  
value	
  to	
  pa9ents,"	
  

Only	
  embark	
  on	
  implemen9ng	
  and	
  using	
  stuff	
  
where	
  the	
  benefits	
  far	
  outweigh	
  the	
  poten9al	
  
harms	
  and	
  costs.	
  	
  

Quotes	
  from	
  medical	
  ar7cles	
   Possible	
  applica7ons	
  to	
  tes7ng	
  so?ware	
  

hEps://www.acponline.org/acp-­‐newsroom/smart-­‐tes9ng-­‐tackles-­‐chief-­‐culprits-­‐of-­‐wasted-­‐care-­‐unnecessary-­‐imaging-­‐procedures-­‐and-­‐diagnos9c	
  



Quotes	
  from	
  medical	
  ar7cles	
   Possible	
  applica7on	
  to	
  tes7ng	
  so?ware	
  

“High	
  Value	
  Care	
  improves	
  health,	
  avoids	
  harms,	
  and	
  
eliminates	
  wasteful	
  prac9ces.”	
  

BeEer	
  tes9ng	
  improves	
  the	
  health	
  of	
  the	
  
sodware	
  and	
  the	
  team,	
  avoids	
  harm	
  and	
  
eliminates	
  wasteful	
  prac9ces.	
  

“1-­‐Minute	
  Consults,	
  called	
  Smart	
  Tes9ng”	
   Lightweight,	
  fast	
  assessments	
  can	
  help	
  
improve	
  our	
  prac9ces.	
  

“The	
  Smart	
  Tes9ng	
  series	
  examines	
  scenarios	
  in	
  which	
  
diagnos9c	
  tests	
  are	
  commonly	
  ordered	
  in	
  the	
  absence	
  
of	
  suppor9ng	
  data.	
  The	
  ar9cles	
  use	
  evidence-­‐based	
  
recommenda9ons	
  to	
  clarify	
  when	
  tes9ng	
  is	
  
appropriate.	
  	
  
Authors	
  are	
  encouraged	
  to	
  include	
  specific	
  examples	
  of	
  
tes9ng	
  that	
  may	
  be	
  excessive	
  or	
  harmful.”	
  

Evidence	
  of	
  the	
  results	
  of	
  our	
  tes9ng,	
  including	
  
assessments	
  and	
  retrospec9ves	
  can	
  help	
  
improve	
  our	
  tes9ng.	
  	
  
	
  
Focus,	
  also,	
  on	
  discouraging	
  tes9ng	
  that	
  may	
  
be	
  excessive	
  or	
  harmful.	
  

“ACP	
  defines	
  High	
  Value	
  Care	
  as	
  the	
  delivery	
  of	
  services	
  
providing	
  benefits	
  that	
  make	
  their	
  harms	
  and	
  costs	
  
worthwhile.	
  Value	
  is	
  not	
  merely	
  cost.”	
  

Only	
  embark	
  on	
  implemen9ng	
  and	
  using	
  stuff	
  
where	
  the	
  benefits	
  far	
  outweigh	
  the	
  poten9al	
  
harms	
  and	
  costs.	
  	
  

Perhaps  can  we  learn  from  medicine…




Old  systems  are  no  longer  fit  for  purpose

They	
  stagnate	
  and	
  become	
  obsolete	
  



Smart  Systems

Bicycles,	
  Streetlights,	
  …	
  



Where  Humans  can  focus

◦ Ques9oning	
  the	
  use	
  of	
  automa9on	
  to	
  understand	
  the	
  purpose,	
  implementa9on	
  &	
  limits	
  
◦  Helping	
  devise	
  the	
  tes9ng	
  of	
  &	
  for	
  the	
  new	
  systems,	
  concepts,	
  processes	
  

◦  Hone	
  deep	
  understanding	
  to	
  perceive	
  where	
  we	
  might	
  go	
  awry	
  

◦  Providing	
  the	
  human	
  intui9on	
  &	
  
◦  finding	
  ways	
  to	
  improve	
  the	
  human	
  to	
  computer	
  to	
  human	
  communica9ons	
  	
  



Ques+ons?


	
   Credits 
	
   Pradeep Soundararan of Moolya 

	
   Naresh Jain of Agile FAQs 
	
   Andy Glover: Cartoon Tester 

	
   Isabel Evans 

julianharty@gmail.com	
  



Further  Reading

	
   hEp://www.tes9ngeduca9on.org/BBST/testdesign/	
  
	
   	
  Using	
  Sodware	
  Tes9ng	
  to	
  Move	
  Students	
  from	
  Trial-­‐and-­‐Error	
  to	
  Reflec9on-­‐in-­‐Ac9on	
  

	
   hEp://wresE.cis.fiu.edu/about-­‐wresE-­‐com	
  veEed	
  Learning	
  Objects	
  in	
  sodware	
  tes9ng.	
  

	
   Automa9on	
  Bias	
  in	
  Intelligent	
  Time	
  Cri9cal	
  Decision	
  Support	
  Systems	
  ,	
  M.L.	
  Cummings	
  

	
   Heads-­‐Up	
  Displays	
  (HUD)	
  

• 	
  James	
  WhiEaker	
  hEps://tes9ng.googleblog.com/2009/07/plague-­‐of-­‐blindness.html	
  	
  

• 	
  Alan	
  Richardson	
  
hEp://blog.eviltester.com/2010/03/a-­‐poor-­‐mans-­‐tes9ng-­‐head-­‐up-­‐display.html	
  

• 	
  David	
  Burns	
  hEp://tech.smarqocusdigital.com/2009/12/testers-­‐heads-­‐up-­‐display.html	
  	
  


